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Update: on VoIP

The 511 Working Group requested an update and discussion with Vonage, one of the leading VoIP providers, to see how 511 services could be better integrated with their and others services. Specifically, questions were focused on whether VoIP services could route 511 calls through a “switching table” based on the caller’s physical location, registered location, or billing address; whether there is a VoIP association; and mention of approaching the FCC on this matter would be at all helpful.

Information and answers to these questions are now included in this document, and are marked as “UPDATE” where necessary.
How can VoIP and Wi-Fi VoIP can work with 511

Before answering the question of how Voice over Internet Protocol (VoIP) and Wi-Fi can work with 511, we must first understand exactly what Internet Protocol (IP), Wi-Fi and VoIP are.

Internet Protocol

IP is the method by which data is sent from one computer to another on the Internet. Each computer on the Internet has at least one unique IP address that identifies it on the Internet. When data is sent or received, the message is divided into little chunks called “packets.” Each of these packets contains both the sender's Internet address and the receiver's address. Packets are sent to a computer that serves as a gateway and knows about a small part of the Internet. The gateway reads the destination address and forwards the packet to an adjacent gateway and then to another and another, and so forth until one gateway recognizes the packet as belonging to a computer within its immediate domain (like a neighborhood). That gateway then forwards the packet directly to the computer whose address is specified. 
Because a message is divided into a number of packets, each packet can, if necessary, be sent by a different route across the Internet. Packets can arrive in a different order than the order they were sent in. The IP just delivers them. It is up to another protocol, the Transmission Control Protocol (TCP) to put them back in the right order. 

Voice over Internet Protocol

VoIP, also called Internet telephony, is the technology that makes it possible to have a telephone conversation over the Internet or a dedicated (closed) IP network instead of dedicated voice transmission lines. This eliminates the need for circuit switching and the associated bandwidth used for signaling. Instead, a system using packet switching is used. IP packets carrying voice data are sent over the network only when data needs to be sent, such as when a caller is talking. VoIP traffic does not necessarily have to travel over the public Internet; it may also be deployed on private IP networks, such as a company’s Intranet (or a telecommunications carrier’s IP network).

VoIP for individual users is utilized through the users existing broadband connection to the Internet (such as DSL or cable modems). This requires an analog telephone adapter (ATA) to connect a telephone to the broadband Internet connection. Companies such as Vonage, AT&T CallVantage, many others
, use VoIP to offer unlimited calling to the US, and sometimes to Canada or select countries in Europe and Asia, all for a flat monthly fee.  This gives the caller the ability to make and receive calls from anywhere in the world, at no extra cost. Calls travel via IP, and thus do not incur charges as they would over the Public Switched Telephone Network. And since the VoIP registered phone number travels with your telephone adapter (a virtual phone number), you can place and receive calls anywhere you have access to a broadband connection to the Internet. This also means that you may have a telephone number registered in the US, and place and receive calls on that number from most anywhere in the world! 
Note: At this time, there is noVoIP industry association where the number of VoIP providers can be tracked, and common issues and solutions coordinated.
N11 dialing

This is one of the larger problems for VoIP service providers. Since the telephone and its associated number, do not “live” attached to a particular telephone circuit and thus a physical address, when a user dials a short-code number, such as 911, the circuitry does not know where to route the call. Since there is no telephone circuit registered to the number, the VoIP provider routing the call is not able to use the regular look-up tables that traditional telephone carriers use to send the call to the nearest PSAP, or in our case, 511 service.

A page on the FCC website pertaining to VoIP telephony states: “On February 12, 2004, the FCC found that an entirely Internet-based VoIP service was an unregulated information service. On the same day, the FCC began a broader proceeding to examine what its' role should be in this new environment of increased consumer choice and what it can best do to meet its role of safeguarding the public interest.” This discussion was brought about due to the concern that VoIP users would not be able to access emergency services, or any services that are not dialed using a traditional 7 or 10-digit telephone number.  
UPDATE: On May 19, 2005, the FCC released an order requiring any VoIP provider that allows calls to be placed and received over the Public Switched Telephone Network (PSTN), to provide connectivity to local authorities through the 911 dialing code. A copy of the News Release for this order can be found at: http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-258818A1.pdf
Specifically, the order requires:

· Interconnected VoIP providers must deliver all 911 calls to the customer’s local emergency operator.  This must be a standard, rather than optional, feature of the service.

· Interconnected VoIP providers must provide emergency operators with the call back number and location information of their customers (i.e., E911) where the emergency operator is capable of receiving it.  Although the customer must provide the location information, the VoIP provider must provide the customer a means of updating this information, whether he or she is at home or away from home.

VoIP providers try to mitigate the issue

VoIP providers, realizing this issue, have begun to move toward solutions for this geo-location deficiency, through “registration” of the user’s physical address. Vonage, for example, asks VoIP customers to “fill out a short form that tells us your actual physical address. When you dial 911, the call is routed to the local emergency personnel location designated for the address you register on file here.” Additionally, customers are reminded, “When you move or travel, you MUST provide your new location... Be aware that it can take several days before your new settings take effect.” 

AT&T’s CallVantage customers see the following warning; “Service's 911 Emergency Dialing operates differently from traditional, wireline 911 Service. To insure correct emergency call routing, the Service Address provided to us MUST correspond to the physical location of your AT&T CallVantage Service phone.”  There is no mention on the website about moving the physical telephone from one location to another.

Much of the admonition from both of these providers is based on the fact that the ATA can be moved from place to place, as you would a laptop computer. The adapter acts as an add-on to a DSL or cable modem, simply adding a port to which a telephone is connected. 

It should also be noted that not all VoIP service providers provide the option of registering for 911 call routing, though this seems to be the direction that the providers are headed. Even so, those who offer the option are apparently leaving it to the consumer to register their location. 

On March 23, 2005, the Texas Attorney General filed a lawsuit against Vonage alleging that “Vonage is deceiving consumers by not revealing in its television commercials, brochures or other marketing materials that customers must proactively sign up for 9-1-1 service. When consumers purchase the plan over the phone, call center salespeople also fail to disclose this important information. Even after signing up, there are limitations to the service that Vonage customers may never know about unless they read the fine print buried on the company’s Web site.” Details on the lawsuit are available at: http://www.oag.state.tx.us/newspubs/releases/2005/032205vonagepop.pdf  
UPDATE: Based on the FCC decision of May 19 requiring VoIP providers be able to propely route 911 calls, VoIP providers are making some of these “requested” registrations, mandatory. A discussion with Vonage indicates that VoIP providers see this mandatory address registration as a way to comply with the FCC order. There are still issues with this solution stemming from the physical address of a customers’ ATA  might differ from their billing address. Additionally, this compliance does notrequire confirmation, and thus a user might in fact enter an incorrect address either in error or deliberately. Still, this is a step toward better knowing the physical location of a caller dialing an N11 number.
Vonage is also working on a solution that will allow a reverse look-up that would route the call based on the callers NPA-NXX (area code and exchange). A similar solution is under development for nationally distributed toll-free numbers (such as the toll-free number for Poison Control, 800-222-1222, which routes the call to the local state’s center based on the caller’s NPA-NXX number). While this solution is under development, additional issues surface, such as users who maintain a non-local telephone number (e.g. a subscriber from Connecticut might have a Florida telephone number). All of these issues must be mitigated for these solutions to work properly.
Wi-Fi VoIP opens this issue further

The term Wi-Fi is short for “wireless fidelity” and is often used generically when referring to any type of 802.11 wireless network
. Recently, VoIP providers have begun taking steps to use Wi-Fi in combination with VoIP, and Wi-Fi VoIP telephones have started to come to market. Some are hardware based, looking very much like cordless or cellular telephones, and others are software based, running as an application on your laptop computer. 

In October 2004, Net2Phone announced the availability of a Wi-Fi handset for its VoIP customers. The Wi-Fi Handset enables users in corporate, residential and public Wi-Fi network environments to use VoIP calling “without wires.” In corporate and residential settings, Users utilize their home or company Wi-Fi networks. In free public hotspots
, callers can make and receive calls when they are away from their home or office. In January 2005, Vonage announced it was developing a Wi-Fi handset that is similar in size and function to a cellular phone.

With this capability, a Wi-Fi VoIP user can “log on” to many Wi-Fi networks and have access to their Internet calling plan. This service is applicable at this time to Wi-Fi hotspots, where anyone using a computer or Wi-Fi phone can simply log on to the network. There they are assigned a dynamic IP address for their use when on-line. Their location is not registered, as they do not have to register with the Internet Service Provider - as one might with a fee-based provider such as T-Mobile or Boingo.

What does this all mean to 511?

The VoIP providers are starting to manage the 911 issue by requiring users to register their location (and in some cases, the phone number of their PSAP. Similar requirements and capabilities are beginning to arrive with 311 dialing (Vonage already offers this option).  This means that the providers are becoming more aware of these geographically based services and the need for them to be able to route these calls efficiently. The providers need to be made aware of 511 and the need to find a solution for routing these calls as well.

Scenarios for solving the routing issue for 511 callers using VoIP

One might assume that 511 will follow the same tack as 911.  There are considerations that are often given to 911 because of its emergency response position that are not always considered for other N11 services. Therefore, the 511 Deployment Coalition and its members may wish to consider some options to assure proper coordination:

· Establish a dialog with the VoIP providers, either individually or through a consortium, to coordinate a solution for 511 call routing. This would include discussion of the “registration” issues for when the caller moves from one location to another on a regular basis.

· Investigate the option of a 511-VoIP clearing house number, where VoIP providers translate all 511 calls to a single nationwide toll-free number, operated by one or more small companies, to act as a switching point for 511 VoIP calls. From this point, the caller would select to which 511 service they would like to be connected. 

· Work with VoIP providers for solutions to geo-locating VoIP callers through their IP address or some other means. This could entail enabling GPS tracking for VoIP adapters and Wi-Fi VoIP phones, (similar to the way many new cell phones provide tracking for 911).  A parallel notion would be to ask Wi-Fi Hotpot owners to provide the “physical” addresses of their routers to enable geo-locating the service address. However it is unknown, whether Hotspot providers or ISPs would be responsive to providing this information. It should be noted that there has been some discussion on consumer “bulletin boards,” about the perceived and expected anonymity of an IP connection. 

· Communicate with the FCC the need for this coordination of 511, and other N11 services, as they continue their discussions of VoIP regulations and considerations. 

UPDATE: Discussions with Vonage indicate a willingness to help route 511 calls in a similar manner to the current solution for 911 calls. That being, routing the calls according to the registered address of the VoIP user and correlating this with a translation table that would be updated and maintained on a regular basis. Vonage states that this process would allow for both statewide and regional 511 system callers to have their calls answered properly, and offered to assist with the development of this solution. 
With this suggestion of establishing a routing table for 511 services, Vonage has indicated a willingness to assist in the process of routing 511 calls to the proper service. Additional research and work is required to determine the precise requirements of Vonage and other VoIP providers, including what message might be delivered should a caller dial 511 from an area where there is no 511 service. (In traditional phone services, callers receive a message that their call cannot be completed as dialed, but in VoIP the service might just sit silently waiting for the remaining digits to be dialed.
The Coalition will continue to work on the issue through the Future 511 Technologies and Services Task Force led by Larry Sweeney.
Appendix A – Sample listing of VoIP Residential providers in the US

Source: http://www.voip-info.org 
1) 1TouchTone.com 

2) ATT CallVantage 

3) BInhost Binhost - BinFone 

4) BroadLine +Extended Local Calling Areas 

5) Broadview Networks NYC Metro - Business Trials Only 

6) Broadvoice 

7) Broadvox Online 

8) CallEveryone 

9) Calldaddy  -Outgoing Only 

10) Champion Communications 

11) Click4netphone 

12) Closecall 

13) Douglas Telecom 

14) Ecuity V 

15) EGlobalphone 

16) eLEC 

17) Enventis Telecom MN 

18) Gafachi 

19) GalaxyVoice US 

20) GlobeTel MagicPhone US 

21) VOICCOM 

22) ISPhone 

23) i2telecom InternetTalker Service 

24) Iconnecthere 

25) IPN Communications 

26) Lightyear Alliance 

27) Lingo 

28) myPhoneCompany 

29) NbooM 

30) Net2Phone 

31) Nikotel 

32) Ntegrated Voice. 

33) Nufone 

34) Our Digital Voice Broadband. 

35) Packet8 

36) Phonom 

37) PointOne 

38) Quantumvoice. 

39) R&R Telecom, Inc. 

40) Sound Choice Communications 

41) SIPPhone. 

42) SpectraVoice Communications 

43) StanaPhone 

44) Talk n 

45) TelIAX 

46) Vision Communications 

47) VoiceGlo 

48) VoicePipe 

49) VoicePulse 

50) Internet Phone Service 

51) Voip2Save.com 

52) Vonage. 

53) VoxFlow 

54) WhistlerTel Global. 

55) WiseZard 
1 The number of providers of VoIP service differs depending on the source. The website � HYPERLINK "http://www.telecom-portal.com/" ��http://www.telecom-portal.com/�, states that there are 368 VoIP companies doing business in the United States, while the site � HYPERLINK "http://www.VOIP-info.org" ��http://www.VOIP-info.org� shows only 55 doing business on a residential level. A list of these 55 companies is attached as Appendix A.


�  802.11 - Refers to a family of specifications developed by the IEEE (Institute of Electrical and Electronics Engineers) for wireless LAN (Local Area Network) technology. 802.11 specifies an over-the-air interface between a wireless client and a base station or between two wireless clients. 


� Current versions of these telephones are not equipped for manual login, such as to a password protected Wi-Fi hotspot. However, VoIP providers are designing in that direction.
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